FORTHSFORENSIC ACCOUNTANTS

INFORMATION SECURITY POLICY

I ntr oduction

Forths Forensic Accountants, like other organisatiaelies on information to fulfil its
aims, objectives and obligations. Information, ahd systems which support it, are
vitally important Forths Forensic assets. Their ilabdity, integrity, security and
confidentiality are essential to maintain servieeels, compliance and image of Forths
Forensics.

Effective Information Security will help to contrahnd secure information from
inadvertent or malicious changes and deletionswauthorised disclosure.

Policy Objectives

The objectives of the Information Security Polidyrorths Forensics are to ensure that:

> All employees are aware of the policy statement asdociated legal and
regulatory requirements and of their rights andooesibilities in relation to
Information Security

> All Forths Forensic assets, including equipment@aic, are adequately protected

> A high level of awareness exists of the need toglgrwith Information Security
measures

> Where appropriate, monitoring arrangements areirmpptace ensure compliance
with policy objectives, guidelines and standards

> The Information Security Policy and associates mapee reviewed regularly

Policy Scope

The Information Security Policy applies to:



> All employees of Forths Forensics

> All employees and agents of external organisatishs in any way support or
access any Forths Forensic information system.

And information which is:

> Shared on computers

> Transmitted across networks

> Printed out

> Written on paper

> Sent by fax

> Stored on tapes or disks

> Spoken in conversation, e.g. by telephone
> Sent via e-mail

> Stored on databases

Aims of | nformation Security

The aims of Information Security are to:

> Ensure that business continuity is maintained amldnadje to business is
minimised by the impact and incidence of secuntidents

> Ensure that legislative and regulatory requiremeats met in respect of
information and data security.

Revision of | nformation Security

The Information Security Policy and associated elimés for specific areas of
Information Security will be developed by the Di@s of Forths Forensics and agreed
and implemented by the same.

The remit shall include:

> The development of the Information Security Poley its associated papers



> The implementation of the policy and guideline®tigh training and awareness

> The development and implementation of standardspamckdures outlined in the
papers

> Compliance with the policy and guidelines.

Security I ncidents

A security incident can be defined as an eventlilaat or could have, resulted in loss or
damage to Forths Forensic assets, or an event wialm breach of Forth Forensic
security procedures.

All employees have a responsibility to report séguncidents as quickly as possible

through the defined channel. This obligation astends to employees and agents of
external organisations contracted to support oesgthe Information Systems of Forths
Forensics.

Standard procedures will be defined for reportind avestigation these incidents in the
associated policy documents.

Principles of | nfor mation Security

The Information Security Policy is based on theptidciples set out in ISO 17799, the
British Standard for Information Security.

Security Policy
System Access Control
Computer & Operations Management
System Development and Maintenance
Physical and Environmental Security
Compliance
Personnel Security
Security Organisation
Asset Classification and Control

0 Business Continuity Management (BCM)
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1 Security Policy

The objective of this principle is to provide mgeaent direction and support for
information security. The policy development aadiew process will focus on:

1) The frequency and impact of security incidents.

2) Compliance with Council policy.

3) Changes in relevant legislation e.g. changescipitated by cases
involving Human Rights legislation.



4)
5)

Changes in working policy or practice.
Training needs.

To meet the objective:

>

Supplementary guidelines will be produced as nergss

System Access Control

The objectives of this principle are to:

1)
2)
3)
4)
5)
6)

Control access to information

Prevent unauthorised access to informatioregayst

Ensure the protection of networked services

Prevent unauthorised computer access

Detect unauthorised activities

Ensure information security when using mobilemputing and tele-
networking facilities

To meet these objectives:

>

>

Acceptable Use Guidelines have been put in plac&fmail and Internet
use. These guidelines will be reviewed regulang apdated as necessary
to comply with changing legislation and Forths Fsies policy

All Forths Forensic provided Internet access terf@d to reduce the risk of
illegal or inappropriate material being accessed

Access to areas where information is stored eg.cttmputer room and
records management area is controlled, and isddid only those who
need to be there

Access to systems must be authorised by approfiegetors.

Computer & Operations Management

The objects of this principle are to:

1)
2)
3)
4)

5)

6)

Ensure the correct and secure operation ofnmdition processing facilities
Minimise the risk of systems failures

Protect the integrity of software and inforroati

Maintain the integrity and availability of immation processing and
communication

Ensure the safeguarding of information in nekscand the protection of
the supporting infrastructure

Prevent damage to assets and interruptiongdindss activities
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Prevent loss, modification or misuse of infotima exchanged between
organisations.

To meet these objectives:

>

>

Backups of data from major systems are held bothnahoff site

Network traffic is monitored daily

Systems Development and Maintenance

The objectives of this principle are to:

1)
2)
3)
4)
5)

Ensure security is built into operational syste

Prevent loss, modification or misuse of data

Protect the confidentiality, authenticity amkigrity of information

Ensure IT projects and support activities aneduicted in a secure manner
Maintain the security of application systemtwafe and data

To meet these objectives:

>

Security measure (e.g. password controls, datadatsdn, backup
processes) are built into systems as they are alga@land implemented

Security management guidelines will be produced &@wled to all
Services. These guidelines will specify proceduasidentifying and
dealing with security incidents

Security issues relating to the development, tgsiimd implementation of
systems will be identified and addressed.

Physical and Environmental Security

The objectives of this principle are to:

1)
2)

3)

Prevent unauthorized access, damage and imtece to business
premises and information

Prevent loss, damage or compromise of assdtm#rruption to business
activities

Prevent compromise or theft of information antbrmation processing
facilities.

To meet these objectives:

>

Fire Extinguishers are in operation in the comprdgem



> Access to the records management file store isatest

> Servers are kept in ‘safe’ areas, either in lockmains or in supervised
work areas

> Backups are held in secure storage

Compliance

The objectives of this principle are to:

1) Avoid breaches of any criminal or civil law,asttory, regulatory or
contractual obligations and of any security requeats

2) Ensure compliance of systems with organizatieegurity policies and
standards

3) Maximise the effectiveness of and to minimin¢erference to/from the
system audit process

To meet these objectives:

> Forths Forensic undertakes to comply with all retevlegislation (e.g.
Data Protection Act, Computer Misuse Act, Regulatad Investigatory
Powers Act, Human Rights Act, Copyright, Design dpdtents Act,
Freedom of Information Act).

Personnel Security

The objectives of this principle are to:

1) Reduce risks of human error, theft, fraud csuse or facilities

2) Ensure that users are aware of information ri#gciinreats and concerns,
and are equipped to support the corporate Infoomafecurity Policy in
the course of their normal work

3) Minimiser the damage from security incidentd amalfunctions and learn
from such incidents.

To meet these objectives:

> Training is offered to all computer users. Tragiranges from basis
‘Introduction to Computers’ to advanced use of dtad software
depending on the requirements of the individual

> Staff are advised not to divulge their passwords

> Backups are carried out regularly and stored safely



> Guidelines have been developed relating to persasal of Forths
Forensic computer equipment

> Guidelines have been developed relating to the vamof laptops and
paper files outwith the business premises

> Guidelines have been developed relating to identfyand notifying
security incidents

8 Security Organisation

The objectives of this principle are to:

1) Manage Information Security within the orgatima

2) Maintain the security of organisational infotroa processing facilities
and information assets accessed by third parties

3) Maintain the security of information when thesponsibility for
information processing has been outsourced to anotiganisation

To meet these objectives:

> Advice and guidance on all aspects of Informatienw8ity shall be given

> Dial-up connection to the Forths Forensic netwarknly allowed under
strictly controlled conditions

9 Asset Classification and Control

The objectives of this principle are to:

1) Maintain appropriate protection of corporatseds
2) Ensure that information assets receive an g@pjate level of protection

To meet these objectives:

> As asset register of all equipment is kept. Tkgister must be reviewed
and, where necessary, updated by all Services dypnua

> A register is kept of all software installed on fasrForensic computers.

10 Business Continuity Management (BCM)

The objective of this principle is to protect mess activities and critical business
processes from the effects of major failures oastisrs. To meet this objective:

Summary



The purpose of this policy is to protect the infatron assets of Forths Forensics from all
internal, external, accidental or deliberate trgeat

The Information Security Policy will ensure that:
> Information will be protected against unauthorisedess

> Confidentiality of information will be assured

> Integrity of information will be maintained

> Information will be processed accurately

> Regulatory and legislative requirements will be met

> Information Security training and material will lagailable to all employees and

Elected Members
> All security breaches will be reported and investgl in the defined manner

> Business Continuity plans will be produced, tested maintained



